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GENERAL DESCRIPTION OF THE WORK

Relevance and degree of development of the topic. The
development of high technologies and the expansion of the range of
digital services makes it possible to automate almost any area of the
world community, in which computing resources have played an
integral part in recent years. As part of the expansion of digitization
and digitalization during the life cycle, systems and networks are
often complexed (synthesized) with each other, which significantly
affects the protection of circulating flows. This is how cyber-physical
systems are formed by combining mobile Internet technologies,
wireless networks with smart technologies, Internet things and
classical networks. Under such conditions, in almost all areas of the
community, new critical systems are formed, in which the destruction
of elements (subsystems) leads to the destruction of the entire system
as a whole. In addition, information itself (information flows)
becomes a commodity and its value is economically confirmed by
the continuity of business processes and the formation of protection
systems. A crucial part of such systems, along with symmetric
(traditional)  cryptosystems, and asymmetric (public key
cryptosystems), digital signature and hashing functions, are random
number generators, which are practically used in all mechanisms of
the security system, to one degree or another'.

Thus, a special place among the tasks to be solved is occupied
by the development of promising methods and algorithms for
generating pseudo-random numbers (PRN) for cryptographic means
of protecting information while ensuring confidentiality, integrity,
authenticity and availability of information technologies, including
relational database management systems; to ensure the correct
functioning of the components of the information system, including
to ensure the absence of undocumented features, ensure the

! Yevseiev, S. Development of a method for ensuring confidentiality and
authenticity in wireless channels. / S.Yevseiev, Kh.Rzayev, M.Mammadov [et al.] //
Eastern-European Journal of Enterprise Technologies, — Kharkov: —2022. Ne 9, —
p. 15-27.
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traceability of information flows in the system, protection of
copyrights, rights of information owners, etc., which confirms the
relevance of the dissertation.

Goals and objectives of the study. The mathematical basis of
modern cryptography was laid by the famous American scientist C.
Shannon, who was the first to introduce an abstract definition of a
secret system and analytically formalize the process of cryptographic
data transformation. Many works are devoted to the issues of
studying effective methods for constructing cryptographically secure
pseudo-random number generators (PRNG), in which various
methods for generating PRN based on the use of recurrent registers
with linear and non-linear feedbacks, as well as based on congruent
transformations are studied, and the features of their practical use in
signal theory and error-correcting coding. Along with high
performance indicators, this approach, as a rule, makes it possible to
form PRN of the maximum period. Simultaneously, as the results of
the research show, the generated PRN are not cryptographically
secure, the rule of their formation is easily revealed after the attacker
intercepts a fragment of a sequence of small length. A contradiction
arises when the existing mathematical apparatus, known methods and
algorithms for generating PRN do not allow to fully ensure high
performance indicators (cryptographic strength and speed in software
and hardware implementation).). To resolve the identified
contradiction, it is necessary to develop scientific and practical
methods and algorithms for the formation of PRN of provable
stability, the specific implementation of which will allow building
PRNG with the properties required for practice. A promising
direction in this sense is PRNG based on redundant codes.

The purpose of the dissertation — is increasing the
performance of provably stable pseudo-random number generators in
information and communication systems.

In accordance with the purpose of the work, it is necessary to solve a
scientific problem, which consists in developing methods for
generating PRN based on redundant coding algorithms to increase



the speed of provably stable generators in information systems and
technologies.

Object of study. The process of increasing the performance
of provably stable pseudo-random number generators in information
and communication systems. Subject of study. Methods for
generating provable stable pseudo-random number generators based
on M-ary codes.

Research methods. Methods for generating PRN are
developed using the algebraic theory of redundant codes, information
theory and Galois fields. The study of the effectiveness of the
developed provable stable PRNG, comparison with known analogues
was carried out using elements of information security theory,
methods of probability theory and statistical hypothesis testing. The
development of proposals for the hardware and software
implementation of the developed PRNG was carried out using the
theory of machines, methods of mathematical and software
modeling.

The main provisions submitted for defense. The main goals
for the implementation of the dissertation work are the following:
1. To analyze the known methods for the formation of PRN and
justify the choice of the direction of research.

2. Develop methods for generating PRN based on redundant
block codes.

3. Develop practical algorithms for generating pseudo-random
numbers based on redundant block codes.

4. Examine the efficiency of provable stable pseudo-random
number generators based on redundant block codes.

Scientific novelty of the research:

1. For the first time, a method for generating PRN based on
algorithms of M-ary codes is proposed with the reduction of the
problem of calculating a secret key to solving the
complexity-theoretic problem of syndromic decoding using a



known code word with errors’. The proposed method makes it
possible to construct provably stable generators for generating
sequences with an increased long period.

2. For the first time, estimates of the cryptographic resistance of the
proposed methods for forming the PRN based on M-ary codes to
the negative actions of intruders are obtained, which take into
account non-algebraic decoding methods, including permutation
and syndromic decoding, which allow to substantiate the design
parameters of the developed PRNG for their practical use.

3. The method of forming PRN based on M-ary codes has been
improved, which differs from the known one by additionally
introduced recurrent transformations over sequences of secret key
data and syndromic sequences of a redundant block code, which
makes it possible to ensure the formation of sequences of the
maximum period with the reduction of the problem of calculating
a secret key to solving a theoretical complexity syndromic
decoding problems®.

4. The mathematical apparatus for the formation of PRNG based on
M-ary codes was further developed, which differs from the
known ones by using algebro-geometric codes built on the basis
of the mathematical devices of coding theory and parameters of
individual curves.

Theoretical and practical significance of the research:

1. Computational algorithms for formation of PRN based on
M-ary codes and practical recommendations for their use in
information systems and technologies have been developed.
Proposals have been developed for software and hardware

? Rzayev, X.N., — Psevdo-tosadiifi ododlor ardicilliginimn formalasdirilmasi iisulu,
Ixtira a2023 0040, Azarbaycan Respublikasi / Mommadov, M.F., Bagirov, E.Y. [vo
b.]: Azarbaycan Respublikas1 Oqli Miilkiyyat Agentliyi Patent vo Omtoa
Nisanlarinin Ekspertiza Morkozi, — 2024, — Ne 5.

® Rzayev, X.N., — Psevdo-tasadiifi adadlor ardicilliginin yaradilmasi iisulu, ixtira
a2023 0039, Azorbaycan Respublikasi / Mommodov, M.F., Bagirov, E.Y. [vo b.]:
Azarbaycan Respublikas1 ©qli Miilkiyyst Agentliyi Patent vo ©mtos Nisanlarinin
Ekspertiza Morkozi, — 2024, — Ne 4.
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implementation of the developed provably stable PRN based on
algorithms of M-ary codes.

2. A software implementation of the proposed PRNG has been
developed, experimental data have been obtained on their
performance in the formation of PRN based on M-ary codes. It has
been established that the use of the proposed generators makes it
possible to speed up the process of forming a PRN by 3—4 orders of
magnitude compared to the known provably stable generators..

3. Experimental results have been obtained on the assessment of
the statistical security of the developed PRNG based on redundant
coding algorithms. It has been established that, in terms of statistical
security, the proposed solutions are comparable to other known
provably stable PRNG.

Personal presence of the author. Statement of the problem in
the dissertation work, experiments, analysis of the results,
generalizations made by the author himself.

Approval and implementation of research: The main results
and content of the dissertation were presented at the following
conferences:

XI International Scientific and Practical Conference
'Mathematics. Information Technologies. Education.' Lutsk-Svitiaz,
Ukraine. June 3-5, 2022.

V International Scientific and Practical Conference 'Issues of
Cybersecurity in Information and Telecommunication Systems'
(PCSITS)” April 14-15, 2022, Kyiv, Ukraine.

Name of the organization in which the dissertation work
was carried out. The research was carried out at the Department of
"Computer Engineering" of the Azerbaijan State Oil and Industry
University.

The volume of structural units of the dissertation

The structure of the dissertation is as follows: introduction, 4
chapters, conclusion, 2 appendices, and a bibliography. The total
work consists of 185 pages, with 12 pages dedicated to images, 14
pages to the bibliography, and 17 pages to the appendices.
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Published scientific papers. 13 scientific works have been
published on the topic of the dissertation. Among them, 6 are
articles. 2 of these articles have been co-authored and published
abroad (2 scientific papers are included in the SCOPUS database). 3
abstracts of presentations made at international conferences have
been published. Additionally, there are 2 patents confirming the
uniqueness of the methods.



THE CONTENT OF THE WORK

The introduction substantiates the relevance of the
dissertation, the purpose of the study and the issues to be resolved.
The scientific novelty and practical significance of the results
obtained are shown..

The first chapter studies the main directions of the theory of
information security related to the formation of PRN, analyzes
services and security mechanisms. On the basis of research criteria
and performance indicators of PRNG, as well as the analysis of
known PRNG, the choice of research direction is substantiated and
the statement of the scientific problem is mathematically formalized.

The development of information technologies in cyberspace is
associated with the development of security services in the
components of security: cyber security, information systems security
and information security. As a rule, cryptographic algorithms and
functions based on symmetric and asymmetric cryptography systems
are used to provide security services. A crucial part of such
cryptosystems are pseudo-random number generators that allow you
to generate a random sequence over a period. One of the evaluation
criteria is the duration of the period and its guarantee, i.e. ensuring
randomness issued by a random number generator, another criterion
is cryptographic strength — ability to resist hacking by the intruders.
On the stability of pseudo-random number generators, symmetric
flow cryptosystems are formed that ensure the stability of the
cryptogram.

Extensive research indicates that, in alignment with the essential
guidelines of international standards, the development of an
information security system involves multiple interconnected phases.
These phases collectively form a lifecycle that ensures the system is
not only initially secure but remains resilient over time. Within this
framework, two stages are especially pivotal: clearly defining the
security services required, and carefully selecting the appropriate
mechanisms to support them, tailored to both the organization’s
operational environment and its risk profile.
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These globally acknowledged standards advocate a structured,
risk-oriented methodology to manage information security
effectively. A key element of this approach involves identifying
which types of security services are essential to counteract potential
threats while ensuring compliance with business objectives, legal
responsibilities, and regulatory policies. According to the established
guidelines, five foundational security services are universally
recognized as integral components of a strong cybersecurity posture.
These services, visually represented in Figure 1, each serve to
mitigate different categories of vulnerabilities. Based on international
regulatory documentation®, these services are defined as follows:

— Authentication is the process of verifying the claimed identity of a
communication’s originator, ensuring the sender or source of
information is valid and has not been impersonated or altered.

— Data privacy ensures that sensitive or private data is only
accessible to authorized parties and remains protected against
unauthorized disclosure during both storage and transmission.

— Access Control refers to the restriction of entry or usage of
specific systems or resources to only those users or entities who have
the appropriate permissions.

— Data Integrity guarantees that information remains accurate,
consistent, and unmodified unless changes are made by authorized
individuals under controlled circumstances.

— Involvement (sometimes referred to as non-repudiation) provides
mechanisms to ensure that participants in digital transactions cannot
later deny their involvement or the authenticity of the transmitted
data.

*ISO/IEC 10181-1:1996. Information technology — Open Systems Interconnection
— Security frameworks for open systems: Overview. [Electronic resource] / — 1996
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Together, these five services establish the structural backbone
of a secure digital infrastructure. When effectively implemented, they
offer a reliable shield against numerous cyber threats, support
conformity with international best practices, and enhance the overall
trust in digital systems and communications.

The security services shown in figure 1 are provided by
appropriate security mechanisms, which are divided into two classes
(special and general security mechanisms).

The study of common security mechanisms showed that their
use is associated with the development of security policy, the
implementation of methods for administering computing resources,
logging events and auditing the behavior of the security system as a
whole.

Analyzing the process of providing special security services
(confidentiality, authentication, integrity, etc.), as well as the tasks of
cryptographic information processing related to the provision of
these services (information hashing, imitation insertion, digital
signature generation, etc.), we can conclude that the need to use
special security mechanisms. Since the implementation of most
special security mechanisms requires the use of PRNG, the
dissertation work has focused on the study of such mechanisms.
Special security mechanisms consist of the following elements:

— encryption mechanisms;

— digital signature mechanisms;
— access control mechanisms;
— data integrity mechanisms;

— authentication mechanisms.

Encryption is used to provide confidentiality services, but
may also support other security services such as authentication and
data integrity protection.



Digital signature mechanisms use "public" keys, which are
generated by the sender of data and verified by the recipient.
Asymmetric encryption methods can be used to encrypt the
checksum of the signed message. The digital signature is used to
provide authentication and integrity protection services for which the
subject of verification of the signed data is not known in advance.
With a certain choice of a controlled parameter, a digital signature
can also be used in the implementation of the identity confirmation
service.

Access control mechanisms are used to provide access control
services and implement policies corresponding to these services. The
following types and sources of information can be used in making
decisions about granting the type of access requested:

— access control databases, which may contain access control
lists or similar structures;

— passwords or other identifying information;

— identification documents or other certificates, the
presentation of which indicates the presence of access rights;

— security labels associated with access subjects and objects;

— requested access time;

— requested access route;

— duration of requested access and other information.

Data integrity mechanisms protect the integrity of a single
packet or a sequence of data packets by adding to it some control
value, which is a function of the data contained in the packet.

The authentication mechanism is usually performed by
double or triple handshake. One-way (one-time) exchange provides
only one-time authentication and cannot guarantee the timeliness of
the exchange. Two-way (double) exchange provides mutual
authentication of the source and receiver, but does not ensure the
timeliness of the exchange without the use of special synchronization
tools. Three-way (triple) exchange allows you to achieve full mutual
authentication of systems without additional synchronization. Also,
special mechanisms for managing cryptographic keys can be used to
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provide authentication. Often, data source authentication is provided
by using a data integrity protection mechanism in conjunction with
encryption, or a digital signature mechanism. Logical authentication
of a user of a computer system is based on a password.

To determine the requirements for PRNG, as well as for the
mathematical formalization of the formulation of a scientific
problem, we will conduct a study of the criteria and performance
indicators of pseudo-random number generators.

The conducted studies have shown that modern PRNG must
satisfy the following:

— long period of the generated PRN sequence, L > 2% -1,

— maximum period L= L , generated PRN sequence

—l_
Ly =2 -1 , where / — secret key length, i.e. [>128 it
— high structural stealth S =1 which is determined by the

ability to resist the definition of an attacker (hacker) PRN sequence
elements by known (intercepted) elements (i.e the impossibility of a
cryptanalyst solving the problem of determining a pseudo-random

sequence from a known fragment (definition - (1_1) -th element
Vi1 sequences based on a known fragment of a pseudo-random
sequence !iVi+1Vi+2--Yitb-1 finite length b, definition (i+1) -th

element i+l sequences based on a known fragment of a
pseudo-random sequence finite length b, determination of key
information from a known fragment of a sequence of finite length):

s=2

L , where B — the minimum number of elements of the PRN
sequence required for the unambiguous restoration of the PRN
generation rule;

14



— low probability of opening the PRN generation rule
specified by the secret key

B -1
P, =max{P P ... B } <2 where B the

probability of correctly opening the rule for generating a PRN,
provided that the attacker uses the i-th cryptanalysis method,

, 2!
T,=min{7, .7, ,...T, } 2——
— long safe time AL

N
T, =—>

b.

- v where S, — time complexity of the algorithm that

implements the i-th cryptanalysis method; y — const; W — attacker's
computing system performance;

— ensuring statistical security (according to the NIST STS
method);

— high speed of PRN generation Vip. #107 +10 bps (in

software implementation) and V. = 10’ +10" bps (with hardware
implementation).

Ensuring the last requirement is possible with a small number
of computational operations performed by the PRN generator to form

one bit of the sequence (V' = 1+10 operations per bit).

The statement of the research problem has been formalized
and we will formulate it as the problem of increasing the speed of
provably stable generators of PRN that satisfy the system of
restrictions on individual stability indicators:

L>2%-1, L= =2"-1, S=§=l,

min(V): N

y-¥

P,=max{P . P .... B }<27.T =min{T .T ...T }>
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In the second chapter, the main provisions of the algebraic
theory of redundant coding are considered, and the
complexity-theoretic problem of decoding a random code is
formulated, which underlies the theoretical justification of the
cryptographic strength of the synthesized generators”.

We work over the finite field GF(g) and consider a smooth
projective algebraic curve X situated in the projective space P" over
this field. Let g = g(X) represent the genus of X. The notation
X(GF(q)) stands for the set of all points of X whose coordinates
belong to GF(g), and we write N = X(GF(q)) for the total number of
such points. Assume C is a divisor class on X with degree a
satisfying a > g— 1. This divisor produces a mapping ¢: X — P!,
where k is at least a— g + 1. If we take y;, = @(x,), these points define
a code. When the image ¢(X) meets a hyperplane a in at most n —d
points (that is, n—d =<a), the obtained code parameters fulfill
k+d2n—-g+1, where n cannot exceed the number of
GF(q)-rational points on X. In the special case where 2g < a <n, one
obtains an  algebraic—geometric code  with  parameters
(ma—g+1,d),dzn-a.

Let us give the following definition of an algebro-geometric
code.

Let X be a smooth projective algebraic curve in the projective
space P"; equivalently, X is the set of points satisfying a
homogeneous, irreducible algebraic equation of degree deg with
coefficients in GF(q).

Consider the manifold corresponding to the projective
hypersurfaces defined in P" equations F = 0, where F —
homogeneous monomials of degree deg. Let I(1, I, ..., I,.}) —
information sequence. Algebro-geometric code in GF(q) generated
via reflection of the curve X type of ¢: EC — P/ — is the linear
length code n < N, code words C=(c,, ¢,, ..., ¢, ;) which are given by
the equation:

3 Rao, T.R.N. Private-key algebraic-coded cryptosystem. / T.R.N.Rao, K.H.Nam //
In Advances in Cryptology, — New York: — 1986. CRYPTO 86, — p. 35-48.
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k-1

S LE(R)=¢

i=0 5
where Pi(X, Y, Z) — projective points of the curve X, that is
(X, Y, Z) — solution of a homogeneous irreducible algebraic
equation defining a curve X, i = 1,n; F(P) — values of generator
functions at curve points.

This description corresponds to the matrix form of the

algebraic—geometric code:

G iy, 0ys-.os ik_l)T =(Cy» Cps s C,py)
9

Here G — the generator matrix of size k X n,
where k = a— g + I and a = degXxdegF-

E(R) K@) . KB

KB EE) .. KB,

G- =l )

EL(B) Bo(B) o F(BL)

Let X — smooth projective algebraic curve in P", that is, the
collection of points that satisfy a homogeneous, irreducible algebraic
equation of degree deg with coefficients in GF(q), where F denotes
homogeneous monomials.

Algebro-geometric code in GF(q) generated via reflection of
the curve X of the type ¢: EC — P~ — a code formed from all

sequences (c; €5, ..., C,;), having length n <N, that meet the
condition d + g — I equations:

n—1

2.6k, (B)=0

where ¢; € GF(q), d2a—2g + 2, a=deg * deg.
The exact values of the upper limit on the number of

algebraic curve points over GF(q), g =2", m = 2,10 are shown in
table 1.
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Table 1
An estimate for the upper limit on the number of points of
algebraic curves

GF4) |GF(8)|GF(16) |GF(32) |GF(64) |GF(128) [GF(256) |GF(512) [GF(1024)
Ny |9 14 [25 [44 |81 151|289 [s558 |108
NH, |- |21 |- — 105 |- — 197 |-
N9 |- |65 |- 513 |- 4097 |- 32769
Nool= |27 |- - 945 |- - 32193 |-
Ngo |17 |65 257 [1025 [4097 [16385 [65537 [262145 (1048577

Using the introduced definitions and notation of the theory of
redundant coding, methods and computational algorithms for
generating PRN are proposed below. They are based on the use of
computationally efficient redundant coding algorithms and allow, by
reducing the problem of recovering secret key data to solving the
complexity-theoretic ~ problem  of decoding a  random
algebro-geometric code, to ensure high cryptographic strength of the
synthesized PRNG.

The proposed improved method for forming a PRN without
feedback structurally consists of the following stages.

1. Stage. Session key generation.

2. Stage. Pseudo-random formation of M-ary sequence with
floating weight.

3. Stage. Calculation of the syndrome sequence
corresponding to the session key.

4. Stage. Generating a PRN fragment.

The structure of the improved method is formally presented in
figure 2. The figure highlights elements that are different from the
prototype method.

18



Non-linear coding methods of Linear coding methods of
algebro-geometric codes algebro-geometric codes
[ ] [ ]
Stage2 .~ Stage 3 i 7
Generating M.—ar:.r J\ Generating syndromic
sequence with . B sequence S
floating weight C, —l/ ¢

Stage 1 ﬁ % Stage 4 ,{{/_, PRN

Formation of Formation of
session key C, PRN fragment 5;
S
(VN

Generating Probability
secret key data K theory methods

Figure 2. Structural diagram of an improved method for
generating PRN without feedback

To form a pseudo-random sequence, an algebro-geometric
(n,k,d) code is used, over GF(g) where:
g=2"d=2t+l, n= t*logz(%)ﬂ*logz(q)
Let’s introduce the following notation: K = {K v K o K M}
set of secret keys, where M = 21 , [ - key length in bits.

c =yC_,C_, .., CK }—set of session key sequences.

1 2 M

C* = {C* , C* i C* } — set of M-ary sequences with
Ky % Ky
floating weight, i.e. the set of code words of the code with floating

weight at most w:
19



C*. €GF(q) w(C*,)<w,w=t

b

- SK = {SK, SK - SK } — set of syndromic sequences of

1 2 M

algebro-geometric (n, k, d) code, r = n - k: SK, = {SKi SKi SK{}

L
1 2

S €Sy <GF'(q) Sk, e GF(q)

In the LFSR scheme in figure 3 values change in all cells of
the register involved in the formation of the feedback loop.

— e ——e— ———— —— — — — —— —— — —

Figure 3. Structural diagram of a device for generating
session keys using LFSR

The LFSR scheme in figure 4 is commonly called the Galois
configuration.

20



Ki=(K; K; ... K;, )
Pt — — _

Figure 4. Structural diagram of a device for generating session
keys using LFSR
The PRN formed as a result of performing the operations of the
method is the result of several functional mappings; in general, let’s
write as:

PRN = ¢(H, x v ($(K)))
Finding key data KM according to the known (intercepted)
PRN is associated with the search for computationally efficient

algorithms for performing the inverse mapping cp_l(PRN). This
problem is equivalent to the complexity-theoretic problem of
decoding a random algebro-geometric code.

The proposed improved method for generating PRN with
feedback structurally consists of the following stages.

1. Stage. Session key generation.

2. Stage. Pseudo-random formation of M-ary sequence with
floating weight.

21



3. Stage. Calculation of the syndrome sequence
corresponding to the session key.

4. Stage. Formation of a PRN fragment and a sequence for
feedback.

A distinctive step from option 1 is the introduction to the
feedback scheme. The structure of the improved method is formally
presented in figure 5.

Coding methods for Coding methods for
algebrogeometric codes algebrogeometric codes
| | | |
Stage 2 <7 Stage 3 <7
Generating J\ Generating
M-ary sequence | syndromic sequence
with floating weight C ,: V S,
]
Stage 1 ;| ]_\ Staged =~ ~
. PRN
Generating session vl Generating PRN fragment
kev data C S| and sequence _£|>
y K for a feedback
|
Generating secret .
L Probability
key data
K N theory methods
M

Figure 5. Structural diagram of the improved method for
generating PRN with feedback

The PRN formed as a result of performing the operations of

the method is the result of several functional mappings; in general,
let’s write:

22



r = oft, (o)< ofs )

Finding key data K y from a known (intercepted)

pseudo-random sequence is associated with the search for
computationally efficient algorithms for performing inverse mapping
© (PRN).

This problem is equivalent to the complexity-theoretic
problem of decoding a random algebro-geometric code.

In the third chapter, computational algorithms for generating

PRN are developed, methods and algorithms for generating a floating
weight sequence for generating session keys at the appropriate stages
of the proposed methods are studied, and practical proposals are
developed for hardware and software implementation of the
proposed PRNG.

The process of forming PRN by an improved method without
feedback is formalized by a set of the following analytical relations:

— at the first stage according to the entered secret key data

K= {Kl, K, .. KM} set of secret keys, where M = 2! 1, [ -key
length in bits.
The sequence of the session key is formed

C = CK, CK, - CK as a display result @ : (K) — CK

K
1 2 M
— at the second stage, based on the found sequence of the

session key, using the M-ary sequence generation algorithm, the
session key sequence is converted into an M-ary sequence with a
floating weight

C*K :{C*Kl,C*Kz,“"C*KA/,}’C*Ki € GF(CI),W(C*K,)S W,W:t,

where n — length of M-ary sequence, w — number of non-zero
elements of the sequence (sequence weight).
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— at the third stage according to the formed M-ary sequence

with floating weight C* = C* , C* — C* and the checking
K k' K, Ky,

matrix of the redundant linear block code using the equation

Se =C*H' =
PR R S
=(C*.,C* ... C* ) ho  ha e han
hoo By e Bl

a syndromic sequence of linear block is formed (n, &, d) of a code,

r=n-k:
S. =S¢, S - S) Sk €S¢ =GF'(q), Sk, € GF(q).

— at the fourth stage, the resulting syndromic sequence

is a fragment of the desired PRN:
PRN = ¢(H, X y($(K)))

The operation of generating session key sequences at the first
stage 1s implemented using a digital recursive filter with m memory
cells.

The suggested approach relies on representing the
information as a numerical equivalent 4, followed by further
expansion into a linear combination of binomial coefficients®, each of
which is encoded by positional numbering so that a set of coding
constraints involving the length of equilibrium sequences n,
codeword weights w, and code power M is fulfilled:

® Escees, C. AHaIn3 NpOrpaMMHOIi pean3aliy IPSAMOTO ¥ 00PaTHOTo
npeoOpa3oBaHus 0 METOy HEJIBOMYHOTO paBHOBecHOTO KojupoBanus / C.EBcees,
X.P3aeB, A.llpiranenko // Ukrainian Scientific Journal of Information Security, —
Kues: —2016. Vol. 22. Issue 2, — p. 196-203.
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Vj:w(Cj):constzw;
0<A4A<M,;
0<w<n;

0<C, <q.

The number 4 is represented as an equilibrium non-binary

c, =c, ¢, ..C
sequence ( A T4 A,H)’
moreover
w
A=A Xx(@-1) +A4,
where
n—1 . we1 l
n—iL—
Ap = angibi,bi=( . ) A, = Eo(al— )h, h=q-1

The process of formation of an equilibrium non-binary
sequence can be represented in four stages (figure 6).

Generation of a number A and Generating
its binary representation A a non-binary
in positional number system equilibrium sequence
Representation of ) Formation of a generalized
a number A as —> Er.lcryp.tmg a number A, — binomial-positional
A=A(q- D% A, in binomial number system code of a number A

A

Encrypting a number A,
in positional number system

»

Figure 6. Scheme for generating code words of a non-binary
equilibrium code
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The paper proposes a scheme for generating sequences with a
floating weight, which is based on the use of simple and
computationally efficient cryptographic primitives: non-linear catch
substitutions (S-box, substitution tables) and multiplexers. At its
core, the algorithm for the formation of an equilibrium vector
consists in the sequential execution of the following steps:

1.  Entering the input sequence CK= c.,C ,.,C

) ) 5
Kl KZ KM

*

2. Splitting the input sequence W(CK) = w =1t into

sub-blocks of m bits (indicate the error value from the field GF(q),
g = 2" ) and ¢ subblocks by lo gz(%) bit in each;

3. Non-linear replacement of each sub-block using a substitution
table;

4.  Multiplexing of received data blocks;

5. Generating the output sequence by concatenating the read
values.

The scheme of forming a sequence with a floating weight is
shown in figure 7. In figure 8 shows the electrical structural diagram
of the floating weight sequencing device.

As a result of performing all the steps of the considered
algorithm, a sequence with a floating weight is formed with the

number of nonzero elements strictly W(C K) < w < t. Values at

which ¢ errors equal to 0 are formed simultaneously are removed by
software.

The use of the sequence of the maximum period of LFSR as a
shaper makes it possible to form sequences of the maximum period,
exactly (2%'-1)-2°=2096639 sequence elements (2?'-1- elements form
the LFSR, 2°- zero errors).

Finding key data from a known (intercepted) pseudo-random
sequence is associated with the complexity-theoretic problem of
decoding a random code.
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Figure 7. Floating weight sequence generation scheme W(C* ) < w

27



Eey

1] 2 oz 2 1] 2 loz| 21 12]--m 2]--m
2l g <1
S-box S-box 3-box S-box
2] -m 1 2|-m 1 2)-m 12]-m
Multiplexer . Multiplexer Multiplexer .- Multiplexer
21zl b 112314 2 1121314 L 1121314 ¥

Sequence with
floating weight
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Fourth chapter. a study is being made of the resistance of the
developed PRNGs to various cryptanalysis attacks, including using
non-algebraic coding methods, the statistical security of the
generated PRN on Me-ary codes is being studied, practical
recommendations are developed for the implementation of the results
of the dissertation work.

For the developed method of forming PRN with an increased
long period, the task of searching for secret key data is reduced to

*

performing an inverse mapping E_l(CK) , the secret key in such a

generator is two vectors K . and K - which are the initial states of the

corresponding LFSR, i.e. secret keys as a result of back mappings

£ =9 (" (v(67( %)) €5 =0"(2"( =)

b

can only be found by performing an inverse mapping E_l(C *1() , 1.e.

solving the decoding problem. Performing inverse mappings

1

& .,y W " makes cryptanalysis more difficult for the attacker,
but these transformations are not related to the solution of
complexity-theoretic problems. Therefore, in assessing the
cryptographic strength of the proposed generators, we will take into
account the complexity of implementing inverse mappings

w1

-1 ~1 -1
¢ .,y ;¢ andd .

Thus, for the proposed methods, the task of finding secret key
data by the adversary is equivalent to the task of decoding the
applied block code, i.e. performing inverse mappings ¢_1 (PRN)

(improved method) and E_l(PRN ) (proposed method with increased
period length). In the case when the attacker does not know the fast
(algebraic) decoding rule (it may not exist at all if the applied code is
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random), then the attacker is forced to use non-algebraic methods for
decoding the random code. Forcing the attacker to use a
computationally complex non-algebraic decoding algorithm is the
main goal of the developer of cryptosystems based on redundant
codes.

The simplest and most efficient method for decoding redundant
block codes of small length is the correlation method based on
comparing the received codeword with errors with all codewords and
selecting the nearest codeword (in Hamming metric)’. Using (n, &, d)
block code over GF(q) the number of codewords and corresponding
comparisons that need to be performed for correlation decoding is

given by N o = qk, that for small ¢ and £ it is easy to implement on

modern computer technology. For large values of ¢ and k&, the
implementation of the correlation decoder is computationally
complex and impractical.

The syndromic, or table-based, decoding approach is
generally easier to perform than correlation decoding; however, it
relies on the assumption that the codeword has a linear structure. In
the designed methods for producing pseudo-random numbers, the
codes follow a linear design. Consequently, an adversary could
exploit syndromic decoding to uncover the secret key. For
performing non-algebraic decoding of a linear block code with any
given structure, it is adequate to maintain the mapping between all
syndromic sequences Sj and their associated error vectors Ej. For

decoding by the considered method, the adversary needs to store a
table of syndromes and corresponding error vectors, i.e. all needed
2M table cells, where the parameter M is the number of different
non-zero error configurations that the linear block code can correct.
If block code (n, k, d) is used over GF(q), allowing to correct at least

” MamenoB, M. TeopeTnudeckas OleHKa KPANITOrpapuIeCKOi CTOMKOCTH
reHepaTopoB Ha M-WYHBIX Kojiax // — baky: HaunonansHast aBuaniioHHas
akagemusi, Hayunsrnit coopuuk, — 2023. N 3, — c. 32-43.
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o [d —IJ
2 errors, the number of different configurations of

non-zero error vectors is given by the following equation:
{%J i n!
M=2.l-) it(n—i)!
Thus, the complexity of syndromic decodiné is determined by the
equation

N 27 N n!
y = ';(q—)'m

2

where N ) should be taken as the number of memory cells, required for

the implementation of the algorithm, and the number of necessary
comparisons performed when searching for the desired vector Ej.

Thus, for small ¢, n and ¢ syndromic decoding is easy to
implement on modern computer technology. For large values ¢ and k£
implementation of the correlation decoder is computationally
complex and impractical. With comparable ¢ and » and small value
of ¢ syndromic decoding can be much more efficient than the
correlation method. At the same time, for large values ¢, n and ¢, the
real-world application of the syndromic decoder is computationally
complex and impractical.

The permutation decoder allows decoding a linear block code
of any configuration through a limited sequence of operations. At its
core, it involves a step-by-step modification of the codeword along
with a rearrangement of elements that remains unchanged relative to
the code. Estimation regarding the computational complexity
associated with executing the permutation decoder in the form of an
equation:

S > n n—1 ( n—t-1 —‘ ,t={ﬂJ
T oin—kin-k-1 |n—-k—-t-1 2
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The analysis in this paper demonstrates that when the code
length exceeds n > 100, both correlation-based and syndrome-based
decoding approaches lose computational feasibility, making them
unsuitable for practical cryptanalysis. When a permutation decoder is
employed — requiring that the adversary possess the generator or the
code’s parity-check matrix, acting as the public component in the
outlined cryptographic framework — the computational complexity
of the attack decreases notably. Nonetheless, even with access to the
public key and a permutation decoder, once n > 250, the effort
required for cryptanalysis becomes computationally prohibitive.
Figure 9 depicts, on a logarithmic scale, how the complexity of
several non-algebraic decoding strategies for redundant block codes
changes, considering correlation, syndrome, and permutation
decoding.

For high-speed redundant codes, the correlation decoder
generally underperforms compared to the syndrome decoder. As the
relative code rate decreases, the computational advantage of
syndrome decoding also diminishes. When the code rate satisfies R =
k/n< 0.5, correlation decoding becomes the more favorable option
for an adversary seeking to perform cryptanalysis.

Figure 10 provides an overview of the complexity patterns for
correlation, syndrome, and permutation decoders in the context of
non-algebraic decoding of redundant block codes under the condition
R =Ik/mn<0.5.
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In figure 11. Dependences SC 5 (R), SS 5 (R), Sp 5 (R) and a constant

code length of n = 1000 are applied in the study. Syndromic and
correlation decoders are equivalent when R = 0, 65 is given.

Figure 11. Dependencies: 1) ch (R), 2) Nsd (R), 3) di (R)
forg =2
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Examination of the relationships presented in Figure 11 indicates that
employing a permutation decoder while the public key is accessible
to an adversary — under the condition 0.1 <R =k/n <0.95 and with
the applied code length of n = 1000 — renders cryptanalysis
computationally unfeasible. In this context, the crypto-code—based
security framework provides robust protection for the safe exchange
of information within computer systems and network environments.

The development of a software implementation of PRNG using
the proposed methods makes it possible to conduct statistical studies
of stability, as well as to form libraries for their practical use.

The initial values of the shift register and the feedback values
are numbers at most 2?'-1, since the shift register modulo the
primitive polynomial is used g(x)=x"'+x’+I. The shift register
cannot be equal to 0, due to the impossibility of its operation.

Using the developed software implementation of the proposed
PRNG generators in the dissertation work, experimental studies of
statistical security were carried out using the NIST STS method, and
comparative studies were carried out with known generators.

The analysis of the given data shows that the statistical
portraits of the proposed generators on redundant block codes are not
inferior in their properties to the best known generators.

Thus, there are no statistical tests for the generated PRN that
would be passed with a probability lower than 0,96. Most of the tests
passed with a very high probability close to 1. The final results of
testing according to the NIST STS methodology are summarized in
table 2, which shows the number (proportion) of tests in which
testing passed with a probability 20,99; 20,96 and < 0,96°.

& P3aes X., MamenoB M., Barupos E. Ouenka 6e3omacHoct ['eHeparoB Ha
M-nunsbix kozax // Heyder Sliyevin anadan olmasinin 100 illiyins hasr olunmus
taloba va ganc tadqiqatcilarin "Miiteraqqi texnologiyalar v innovasiyalar”
movzusunda VIII Respublika elmi-texniki konfransi, — Baki: — 2023, — N 8, —s.
7-10.
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Table 2

Results of comparative studies of the statistical security of the
proposed and some known generators

Pseudo-random

The number of tests in which testing
passed M sequences (%)

Ne number generator M <
> QQo0 > QK0
M 2 99% M 2 96% 96%
1. G using SHA-1 122(65%) | 188 (99,5%) | 1 (0,5%)
> | Linear Congruential 139 (74%) | 189 (100%) —
3 Micali-Schnorr 130 (69%) | 189 (100%) -
4 Cglfgar‘gjft‘;al 124 (66%) | 181 (96%) | 8 (4%)
5 G using DES 142 (75%) | 188(99,5%) | 1(0,5%)
6.| ANSI X9.17 (3-DES) | 121 (64%) 187 (98%) 4 (2%)
7 BBS 134 (71%) | 189 (100%) —
g G using DES 142 (75%) | 188(99,5%) | 1(0,5%)
0 GPSSmDet(EZZt)Otype 140 (74%) | 189 (100%) | -
Improved generator on o o
10 redundant block codes 140 (74%) | 189 (100%) -
Improved generator on
. redundant block codes 142 (75%) | 189 (100%) B

with increased period
length
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Analysis of the test results summarized in table 2 shows that
the proposed generators on redundant block codes have improved
indicators of statistical security. They have one of the largest
numbers (proportion) of tests that pass the most stringent criteria
with a probability 20,99 and are not inferior to such well-known
generators as the BBS generator and the USA national encryption
algorithm in counter mode.

In table 3 are shown the results of an experimental evaluation
of the speed of the developed software implementation of PRNG on
M-ary codes and comparative studies with software implementations
of known generators. The experimental evaluation was carried out
with the fixation of the time of formation of the PRN - 1 day, the
length of the formed sequence was measured, after which the average
time of the formation of the PRN was calculated.

Table 3
The results of comparative studies of the speed of the proposed
and some well-known generators

Generator performance
Pseudo-random number generator Absolute | Relative
value value
BBS 3,6:102 bit/s | 219444
FIPS 197 7,9-107 bit/s 1
Micali-Schnorr 1,1-105 bit/s 718
GPSSD (prototype method) 3,29-107 bit/s 2,4
Improved generator on redundant block codes| 2,96-107 bit/s 2,7
Proposed genc.erat‘or based on r‘edundant block 2.86-107 bit/s 2.8
codes with increased period length
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MAIN RESULTS

In the dissertation work, a theoretical generalization and a
new solution to an important scientific and technical problem were
obtained, which consists in increasing the speed of provable stable
pseudo-random  number  generators in  information and
communication systems.

1. The analysis and research carried out that modern
telecommunication systems and networks, using the latest
achievements in the development of electronic communications and
IT technologies, are constantly expanding the range of services
provided, including servicing the subjects of automated information
interaction, providing access to various multimedia services and
technologies, support for remote users, etc. At the same time, the
rapid growth in the volume of processed data leads to a tightening of
the probabilistic and temporal requirements for the main components
of information and communication networks at all stages of
information exchange.

2. For the first time, a method for generating a PRN based on
algorithms of M-ary codes is proposed with the reduction of the
problem of calculating a secret key to solving the
complexity-theoretic problem of syndromic decoding using a known
code word with errors. The proposed method makes it possible to
construct provable stable generators for generating sequences with an
increased long period.

3. For the first time, estimates of the cryptographic resistance
of the proposed methods for forming the PRS on M-ary codes to the
negative actions of intruders are obtained, which take into account
non-algebraic decoding methods, including permutation and
syndromic decoding, which allow to substantiate the design
parameters of the developed PRNG for their practical use.
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4. The method of forming a PRN based on M-ary codes has
been improved, which differs from the known one by additionally
introduced recurrent transformations over sequences of secret key
data and syndromic sequences of a redundant block code, which
makes it possible to ensure the formation of sequences of the
maximum period with the reduction of the problem of calculating a
secret key to solving a theoretical complexity syndromic decoding
problem.

5. The mathematical device for the generating PRN based on
M-ary codes was further developed, which differs from the known
ones by using algebro-geometric codes based on the mathematical
device of coding theory and parameters of individual curves.

6. Computational algorithms for the formation of PRN based
on M-ary codes, and practical recommendations for their use in
information systems and technologies have been developed.
Proposals have been developed for software and hardware
implementation of the developed provable stable PRNG based on
algorithms of M-ary codes.

7. The results of the dissertation work are recommended to be
used when conducting research and development work to create new
information security tools for comprehensive security and reliability
of data transmission in computer systems and networks. The results
of the research will become a handful for teaching specialists in
higher educational institutions and in the study of academic
disciplines in information security theory, cryptography, information
theory and coding.
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