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GENERAL CHARACTERISTIC OF THE DISSERTATION

Relevance of the topic and the degree of development. It is
known that air transport is the basis of economic development and
progress in many countries and plays an important role in the global
economy. Safe air transport creates ample opportunities for the deve-
lopment of trade, tourism, and political and cultural relations between
states. About 3,3 billion passengers and 50 million tons of cargo are
transported by airships around the world every year. It is predicted
that by 2030, the number of passengers will increase to 6 billion and
the volume of cargo transportation will increase to 125 million tons .

According to the statistics of the International Civil Aviation
Organization (ICAO), 184 acts of unlawful interference in civil
aviation were recorded during 2011-2020: 60 attacks on civil aviation
facilities, 26 unlawful occupations, 9 diversions and 89 other acts. As
a result, the number of injured (603 people) and killed (1089 people)
totalled 1692 people.

Acts of unlawful interference, resulting in injury and loss of
life, undermine confidence in air transport, weaken tourism and trade
relations. To solve these issues, member states of the ICAO are
always trying to increase public confidence in the safety of aviation.
By ensuring the safety of aviation, states create a foundation for
strengthening international trade relations and the development of
tourism 2,

Terrorists always try to use the weakest points of the aviation
security system to achieve their goals. Minimizing damage at airports
depends on the level of ensuring aviation security. One of the
security issues is the reliable, sustainable and effective protection of
civil aviation facilities to protect them from acts of terrorism and
unlawful interference. For this, a guarding-warning system is
installed along the perimeter of the object.

!Global aviation security plan // The 39th Session of the International Civil
Aviation Organization Assembly. - Montreal: ICAO, - 2017. - 32 p.
ZPyKOBOJCTBO MO aBMAMOHHOI GesomacHocTH // Doc. 8973. - Monpeans: UKAO, -
2019. - U3panue oguaHagmaroe, - 950 c.
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The guarding-warning system has the function of initially "getting
information" and "transmitting information" to guards about the entry
of a person (an intruder) into the territory.

The implementation of the perimeter guarding-warning system,
which is a part of the aviation security system, aims to reduce the risk
of terrorist and unlawful interference as much as possible. When
installing a guarding-warning system in a specific area, an integrated
form of several control systems is used > 4.

In integrated guarding-warning systems, various radio technical
systems (for example, radio waves, infrared or capacitive sensors,
etc.) are used in a combined form as a control systems > *. However, it
is not possible to apply equally effective guarding-warning systems in
areas with different characteristics. When installing guarding-warning
systems, the type of security fence, the relief of the area where the
objects are located, the effect of the placement of sensitive elements of
the sensors on the general appearance of the object, environmental
effects, as well as the intention of the intruder, weapons and other
characteristics should be taken into account. Capacitive sensors, which
allow early detection of intruders, are used in integrated guarding-
warning system because they are both economically efficient and
reliable from the point of view of ensuring security. However, in
scientific publications, the fields of application of capacitive sensor
guarding-warning system and the distinguishing features of the
proposed schemes have not been analyzed in detail >°. Therefore, the
selection of the optimal scheme of the capacitive sensor according to
the characteristics of the object and the relief of the area remains a
very relevant problem °.

3Nobiyev, R.N. Avtomatlagdirilmis distansion miihafizo kompleksinin layihalondi-
rilmasi xiisusiyyatlori / R.N.Nabiyev, N.T. Nagiyev, R.R. Riistomov [va b.] // MAA-
nin Elmi Osarlori, -Baki: -2016. Ne2, -s.76-95 vo -2017. Nel, -s. 20-33.

‘TamaeB, A.M. OcoGEHHOCTH IPOEKTUPOBAHHS  ABTOMATHU3HPOBAHHOTO
JMUCTAaHIIMOHHOTO OXpaHHOTO Komiuiekca / A.M.[lamaes, P.H.Habues, P.P.
PycramoB [u np.] // Bompocer 6e3omacHocty, - Mocksa: - 2018. Nel, - c. 32-51.
SPasayev, A.M. Diferensial tutum duygaci, Patent (ixtira) I 2022 0033, Azarbaycan
Respublikas1 / Nobiyev R.N., Qarayev Q.I., Riistomov R.R.
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State of the problem. Continued enforcement by States of the
standards and recommended practices in Annex 17 of the Chicago
Convention is critical to the safety, regularity and efficiency of air
transport. In this case, there are necessary opportunities to improve
aviation security worldwide ’.

Despite improvements in aviation security, terrorists continue to
view civil aviation as an attractive target and exploit real or perceived
vulnerabilities in the international civil aviation system to cause
significant loss of life, economic damage and disruption of trade
between states. The current threat and risk environment shows that
aviation security is one of the highest priorities for states and the
international community. It is necessary to continuously review the
threat level and evaluate the risks in order to determine the appropriate
preventive security measures. Security measures and procedures
should be in accordance with the assessed risk level % 7. All this
necessitates a serious increase in attention to the issue of civil aviation
security.

The most complex and important issue to ensure the security of
any object is to have a stone fence or barbed wire that reliably protects
it around the perimeter, as well as a protective fence.

Through the integrated guarding-warning system of the
perimeter, it is possible to detect the intruder in time and take
preventive or adequate measures to prevent unlawful interference ®.

Regardless of the scale and complexity of the applied system, it
is possible to monitor the entire area of the object through the
integrated guarding-warning system, as well as to control it remotely,
taking into account the functional capabilities and working principles
of each of the subsystems used in the system °.

®Conomenn, B.I1. EMkocTHBIe naTumku npubnmxenus // - Mocksa: Paguomup, -
2012, Ne6. c. 28-29; Ne 7. c. 20-22.

" ABHaLOHHAs 6E30MACHOCTD. 3alINTa MEXIyHaPOIHOM IPaXk1aHCKOM aBHALUK OT
aKTOB He3akOHHOro BMmemartenbctBa // Ilpunoxenme 17 k KouBeHmmm o
MEXAYHapOAHOU rpaxaaHckoi aBuanuu. - Monpeans: UKAO, - 2022. Nel2, -74 c.
8Cenumes, B.A., Yeuyra, O.B. Bribop cucrembl oxpansl nepumerpa // - Tyna:
Wzsectust Tynl'Y. Texunueckue Hayku, - 2010. Ne2 (2), - c. 227-234.
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The object and subject of the research. The object of the
dissertation work is the perimeter integrated guarding-warning
system in ensuring aviation security.

The subject of the study is the factors affecting the
effectiveness and reliability of the perimeter integrated guarding-
warning system, as well as the parameters of the applied capacitive
Sensor.

Purpose and tasks of the research - increasing the
effectiveness and reliability of the perimeter integrated guarding-
warning system in ensuring aviation security. To achieve the defined
purpose, the following tasks were set and solved in the dissertation
work:

- evaluation of the technical conditions and its design for the
development of a remotely controlled automated guarding complex,
distinguished by its universality, high efficiency, reliability and
ergonomics;

- construction of the algorithm for the improved guarding-
warning system's work activity;

- assessment of the effectiveness of the improved guarding-
warning system and determination of its economic efficiency;

- building a mathematical model of the activity of the improved
guarding-warning system, analyzing optimal ways of solving the
problem to minimize all losses, and evaluating the completeness of
the system;

- mathematical assessment of the degree of guarding and
security risk of the protected object;

- assessment of the reliability of the guarding-warning system
by studying the possibilities of the sub-systems working separately
without giving up;

- analysis of the most used variants of the capacitive sensor,
determination of technical conditions and the most convenient
electrical scheme;

°Bopona, B.A. KoMruiekcHble (MHTETPHPOBAHHBIE) CHCTEMBI OOECTIEUEHHS
6ezomacnoctu. Kuura 7 / B.A.Bopona, B.A. Tuxonos. - Mocksa: I'opstaast s -
Tenekom, - 2013. - 160 c.
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- development and research of the electrical circuit of the two
autogenerators differential capacitive sensor assembled in digital
logic elements, adaptable to environmental changes;

- the study of the dependence of the frequency change of the
autogenerator applied in the capacitive sensor on the distance of
approaching the sensitive element of people of different weights and
determining the maximum distance at which the sensitivity is
ensured;

- development of hardware and software support of two
autogenerators differential capacitive device and determination of
characteristics.

Research methods. Theoretical, comparison, analysis,
classification, synthesis, experiment, measurement, observation, as
well as mathematical modelling, probability theory and statistical
methods were used during the research.

The main provisions for defence:

1) The conceptual structural scheme of the improved guarding-
warning system, which is distinguished by its universality, high
efficiency, reliability and ergonomics, adapted to modern
requirements;

2) Working algorithm of the improved guarding-warning
system;

3) Indicators registered with a priori reports reflecting the
effectiveness and economic efficiency of the implementation of the
integrated guarding-warning system,;

4) The proposed scheme of two autogenerators differential
capacitive sensor assembled in digital logic elements and connected
to sensitive elements for integrated perimeter guarding-warning
systems;

5) Time-dependence of the probability of the automated
guarding-warning system to work without fail every 50 hours for
reliability assessment;

6) The dependence of the average values of the frequency
changes of autogenerators on the length of the sensitive elements on
different days to determine the frequency changes;



7) The dependence of resonance frequencies on the distance of
the human approach to sensitive elements connected to
autogenerators for determining the sensitivity distance of the
capacitive sensor.

The scientific novelty of the research consists of the
following:

- two autogenerators differential capacitive sensor with more
stable parameters based on logic elements without using RLC
elements with lumped parameters as a frequency-determining
element were worked out for the first time, and the expediency of its
application in guarding-warning systems has been determined > % !1;

- the automatic tuning of the differential capacitive sensor to
the environment and the measurement of the differential frequency as
an useful signal has been provided by using one of the two
autogenerators that are mutually replaced as a support and the other
as a measurement frequency generator >'!;

- the working algorithm of the differential capacitive device
with two autogenerators has been worked out !> 12;

- taking into account the drift of resonance frequency values of
autogenerators over time, it has been determined by experimental
measurements where the object approaching the sensitive elements
along its length was recorded from a distance of more than 3 m '3;

- with the symmetrical cross-distribution of an even number of
logic elements located within one microcircuit in the circuit of both
autogenerators, the same change in the characteristics of the
autogenerators is ensured '2. When using microcircuits of different
brands on the same basic electrical circuit, the significant difference
in the output frequencies of the differential capacitive sensor affects
the operation of the capacitive device does not affect;

10 Nobiyev, R.N. iki avtogeneratorlu diferensial tutum qurgusu / R.N.Nabiyev,
Q.I.Qarayev, R.R.Riistomov // Milli Aviasiya Akademiyasinin Elmi Mocmuslori, -
Baki: - 2021. Ne3 (21), - s. 1-7.
' Nobiyev, R.N. Tutum duygaclar1 {igiin avtogenerator sxemlorinin todqiqi /
R.N.Nobiyev, Q.I.Qarayev, R.R.Riistomov // Milli Aviasiya Akademiyasinin Elmi
Mocmuoslori, - Baki: - 2019. Ne2 (21), - s. 26-33.
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- the structure, functional capabilities, and technical parameters
of the capacitive device developed for the perimeter guarding-
warning systems were defined and two autogenerators differential
capacitive sensor worked out into the digital logic elements included
in the device were being worked out for the first time and were
prepared > 1014,

Theoretical and practical significance of the research:

1) In autogenerator schemes, not using lumped parameter RLC
elements as a frequency-determining element and a varicap for
adaptation to environmental changes led to the simplification of the
scheme and an increase in the reliability of the capacitive sensor;

2) The automatic adaptation of the guarding device to
environmental changes is ensured by using autogenerators with
alternating signal and reference frequency without using a reference
generator with a quartz resonator in a differential capacitive sensor
with two autogenerators;

3) The number of false starts is significantly reduced by
reliably converting the frequency change of the differential capacitive
sensor with two autogenerators into a warning signal during the
approach of the intruder in guarding-warning systems through the
been worked out unified software;

4) By means of a guarding-warning device created on the basis
of two autogenerator differential capacitive sensors, it is possible to
detect intruders approaching the protection line from a greater
distance (more than 3 m) than its counterparts (detection distance less
than 1,3 m);

2Nobiyev, R.N., Ramazanov, K.S., Riistomov, R.R. Avtomatik distansion idaro
edilon miihafizo-xobardarliq sisteminin is foaliyyotinin alqoritmi // "Aviakosmik
mosalalorin hollinde Genclorin yaradici potensiali" IV beynslxalq elmi-praktiki
gonclor konfransinin. Fevral moruzslori, - Baki: - 27-28 fevral, - 2019, - s. 177-179.
3Nabiyev, R.N. Montiq elementlorinds qurulmus hossas elementli iki avtogenera-
torun rezonans tezliklorinin todqiqi / R.N.Nobiyev, Q.I.Qarayev, R.R.Riistomov //
Milli Aviasiya Akademiyasinin Elmi Macmusloari, -Baki: -2019. Ne3 (21), -s.19-31.
“Habues, P.H. JludpepeHmanbHO-eMKOCTHOE yCTPOWCTBO C JBYMs aBTOTEHEpa-
topamu / P.H.Habues, I".'N.I'apaes, P.P.PycramoB // U3Bectus IODY. Texunuec-
Kue Hayky, - Taranpor: - 2022. Ne2 (226), - c. 145-153.
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5) The high probability of detection of unlawful interferences
in objects by means of a guarding device with two autogenerator
differential capacitive sensors allows it to be effectively used in the
aviation security system.

Approbation and application of the research. Related to the
dissertation work 17 scientific works (2 - without co-author) were
published in scientific journals and 8 conference materials (1 -
without co-author) were published in foreign and national countries
and 1 patent (I 2012 0088) was obtained. The main scientific-
theoretical and practical results of the dissertation work were
discussed at the following international and national scientific-
technical conferences:

1. “Creative potential of young people in solving aerospace
issues” III international scientific-practical conference. Baku, MAA,
February reports, February 12-14, 2018.

2. “Creative potential of youth in solving aerospace issues” IV
international scientific-practical youth conference. Baku, MAA,
February reports, February 27-28, 2019.

3. “International United Academy of Sciences, Science of
Russia: goals and objectives” XV annual conference. Part 1,
Ekaterinburg, June 10, 2019.

4. “International United Academy of Sciences, Trends in the
Development of Science and Education” conference. Samara, June,
2019.

5. “February reports 2021: creative potential of young people in
solving aerospace issues” VI International scientific-practical youth
conference. Baku, MAA, February reports, February 2-4, 2021.

6. Proceedings of the XXVIII International Scientific and
Practical Conference International Trends in Science and
Technology, - Warsaw, Poland: - 30 april, - 2021.

7. International Gobeklitepe Applied Sciences Congress-II.
Harran University, - Sanliurfa, Turkey: - 6-8 may, - 2021.

Name of organization where the disseration is accomplish-
ed. The work was performed at "Aviation security" department of the
National Aviation Academy.
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The total volume of the dissertation with a sign indicating
the volume of the structural sections of the dissertation
separately. The dissertation was written in accordance with the
requirements set by the Higher Attestation Commission under the
President of the Republic of Azerbaijan. The dissertation consists of
an introduction (13480 signs), four chapters (first chapter four
paragraphs - 45080 signs, second chapter six paragraphs - 64205
signs, third chapter five paragraphs - 52085 signs, fourth chapter four
paragraphs - 51600 signs), conclusion (1835 signs), a bibliography of
122 names used, 3 appendices, 58 figures and 18 tables. The total
volume of the dissertation (excluding gaps in the text, pictures,
tables, appendices and bibliography) consists of 228,285 signs and is
presented on 185 printed sheets.

MAIN CONTENT OF THE DISSERTATION

In the "Introduction" part of the dissertation, the relevance and
degree of elaboration were mentioned, the object and subject, goals
and tasks, and methods of the research were determined, the main
propositions defended were indicated, and the scientific novelty and
theoretical and practical importance of the dissertation were justified.

In the first chapter, the measures implemented by the states
against the increasing cases of large-scale acts of terrorism and
unlawful interference in modern times have been analyzed. It has
been known that terrorist acts committed in strategic facilities,
especially in international airports, cause a high resonance among the
public. Therefore, protection of civil aviation (CA) against acts of
unlawful interference (AUIJ) is a very important issue '°.

In order to improve aviation security (AS), it has been noted
that it is necessary to introduce new requirements for the guarding of
strategically important objects and on the maximum distance from
the security zones of intruders, given that the CA aviation sector is
more attractive % 1°,

SRiistomov, R.R. Masafadon idarsedilon inteqrasiya olunmus miihafizo-xabardarliq
sisteminin totbiqi imkanlar1 // - Baki: Milli Aviasiya Akademiyasinin Elmi
Mocmuoslori, - 2019. Ne4 (21), - s. 31-39.
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Depending on the level of integration, the issues of timely,
reliable and stable response of guarding-warning systems (GWS) to
expected threats have been investigated. It has been determined that
the stable and reliable operation of the GWS allows to receive
information about possible threats at the initial stage, regardless of
the influence of the environment !¢,

The criteria of the characteristic features of the objects were
indicated, and based on these criteria, the categories of the objects
have been selected for more reliable guarding against acts of
terrorism and unlawful interference !”. In addition, the sensors that
ensure the protection of the perimeters of CA facilities and the
requirements imposed on them have been described.

In order to determine the optimal structural scheme of the
GWS, the characteristics of some systems were considered, taking
into account the high demands placed on the technical means of the
perimeter that make up the first line and affecting its reliability, as
well as the degree of stability. Natural, mechanical and technical
barriers are used as technical means of security along the perimeter.
In addition, the following requirements are imposed on the GWS of
the perimeter !’:

1. High detection ability;

2. Minimizing false alarms;

3. Lack of dependence on climate and weather conditions;

4. System masking;

5. Easy maintenance and reliability;

6. Economic efficiency, etc.

The characteristics of widespread types of subsystems used as a
control systems (for example, capacitance, radio-beam, IYT, radio-
wave, IR, vibration-sensitive, vibration-seismic, optical fiber sensors

16Bpenencknii, 5.C. UHTeIEKTyalbHbIE TATYHKH JJI OXPaHbI IEPUMETPOB (YaCTh
nepBasi) / - MockBa: Cuctemsl OezomacHOocTH. OXpaHHas U OXpaHHO-TIOKApHAS
CUTHAJIM3AIH, IEpUMETPANIbHBIE CHCcTeMBI, - 2011, Ne3, - c. 118-120.

"Riistomov, R.R. Miihafizo olunan obyektlorin xarakterik xiisusiyyotlorine goro
siniflogdirilmasi // “Aviakosmik masalalorin hallinds gonclorin yaradici potensiali”
IIT beynalxalq elmi-praktiki gonlor konfransinin materiallari. Fevral maruzalori, -
Baki: - 12-14 fevral, - 2018, - s. 248-250.
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and video surveillance means, etc.) in the perimeter of GWS, as well
as some integrated GWS (“NIR”, “SICURIT”, “SOKOL”,
“STRATUM”, “DTR 2000” and “IQM” etc. systems) that are
currently applied, have been comparatively analyzed, and their
advantages and disadvantages have been given '> 3. It has been noted
that it is appropriate to use the organic integration and complex
automated management of several subsystems based on a single
software base in GWS for effective guarding of the object regardless
of the type of intruder and weather conditions '®. For this purpose, the
optimal technical conditions for the implementation of remotely
controlled (RC) the integrated GWS, which meets modern
requirements, is less exposed to environmental influences, works
effectively and reliably have been determined.

In the second chapter, the electric circuits of different types of
capacitive sensors have been comparatively analyzed, taking into
account their characteristics, their pros and cons have been shown. It
has been noted that one of the devices used in the perimeter GWSs of
CA facilities and which works reliably in all types of weather
conditions is a capacitive sensor. Optimum technical conditions for
the preparation of electric circuits of capacitive sensors during the
projecting of new GWSs applied in the RC automated guarding
complex have been given %20,

Various autogenerator schemes, what frequency-determining
elements are mainly LC-circuit or RC-circuit, were analyzed for
forming the signal frequency in capacitive sensors. In order to
determine the autogenerator scheme that provides higher sensitivity,
the dependence of the resonance frequency changes of various
autogenerator schemes with external RLC elements on the distance of

¥Nabiyev, R.N., Riistomov, R.R. Aeroportlarin perimetrinin miihafizo sistemlarinin
miiqayiseli tohlili // - Baki: Azorbaycan Milli Aerokosmik Agentliyinin Xoboarlori, -
2017. Nel (20), - s. 41-46.
Nobiyev, R.N. Tutum vericilorinin elektrik sxemlarinin miiqayisali tohlili / R.N.
Nobiyev, Q.i.Qarayev, R.R.Riistomov // Milli Aviasiya Akademiyasimin Elmi
Mocmuoslori, - Baki: - 2016. Ne3 (18), - s. 32-43.
XHa6uen, P.H. CpaBHWTENbHBIA aHANM3 DJIEKTPHYECKHX CXEM EMKOCTHBIX
narunkoB / P.H.Habuwes, I'.W.I'apaeB, P.P.PycramoB // Wssectus HODYVY.
Texunueckue Hayky, - Taranpor: - 2017. Ne3 (188), - c. 51-64.
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the object approaching the sensitive element (SE) was investigated in
laboratory conditions. The obtained results were analyzed in a
comparative way, and the advantages and disadvantages of the
schemes were determined 2!

The frequency change of the autogenerator during the approach
of the person to the SE was investigated by means of a digital
oscilloscope. Based on the recorded value of the frequencies in cases
with and without convergence, their difference was calculated and a
diagram of the frequency change was constructed. According to the
diagram, it was determined that the frequency change in cases of the
person approach to the sensitive element is both in the direction of
increase and decrease 2!.

The scheme of the differential capacitive sensor with more
stable parameters worked out for the GWS is described, it is shown
that it is not appropriate to use lumped parameter RLC elements as a
frequency-determining element in the scheme ' 2% 23 In addition,
various autogenerator circuits worked out in logic elements for
capacitive sensors were analyzed, and the electric circuit of the diffe-
rential capacitive sensor with two autogenerators, which provides the
sensitivity and stability required by the frequency change, and is
adaptable to environmental changes, was developed ' ??. Using the
mathematical expectation or variance of the frequency change, it has
been shown that false starts of the device can be significantly reduced

The issues of evaluating the effectiveness of the GWS activity
have been considered, and the probability of detection of the intruder
by the technical means under ideal conditions for evaluating the ef-
fectiveness of the improved GWS of the perimeter of the meteorolo-

2'Nobiyev, R.N., Qarayev, Q.I., Riistomov, R.R. Tutum duygaclan iigiin yiiksok
hassasli avtogenerator sxeminin miiayyanlosdirilmasi // International Gobeklitepe
Applied Sciences Congress-1I. Harran University, - Sanliurfa, Turkey: - 6-8 may, -
2021, - p. 126-133.

Habwues, P.H., T'apaes, I'.U., Pycramos, P.P. HccnenoBanne cxeM aBTOreHEpa-
TOPOB TSI €MKOCTHBIX HAaT4HKOB // MexmayHapomHas OObeanHeHHas AKaaeMHS
Hayk, Hayka poccuu: nenu u 3amaun, COOpHUK HaydHBIX TPYAOB IO MaTepuaiam
XV mexayHapoIHOW HayyHOH KoH(pepeHnny, - ExkarepunOypr: - 10 wmrons, - 2019,
Yacts 1, - ¢. 51-53.
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gical radar (MLR) object under the conditions of its technical means
being in working condition was calculated by the expression (1) %*.

Pef = Pgs - Pper.tec ' Ppro.det *Ke " Kr " Kgep (D

where, the probability of intruder prevention by the guarding group
(GG) - P = 0,950; the probability that intruders cannot cross the
protected technical zone through each subsystem - Pperrec = 0,999;
probability of detecting unlawful interferences that may occur in the
area under ideal conditions - Pp..q4er = 0,999; the coefficient of prepa-
ration of GG - Kgg =~ 0,968; the readiness factor of the radio modem
that collects information to the central object control unit (COCU)
and processes that information from the zone control unit (ZCU) and
transmits it to the control centre (CC) - Kz = 0,999; preparedness
coefficient of engineering guarding devices - Kegp = 0,995 has been
adopted. Based on these, it was determined that the value of the
effectiveness indicator for the GWS of the meteorological radar
object is Per=~0,912.

Taking into account the high effectiveness indicator obtained
with a priori reports, it is considered appropriate to apply the
improved GWS in CA 223

Depending on the nature of the obstacles worked out along the
perimeter (for example, a stone fence), the probability of the threat
being realized by the intruder was calculated, and the methods of
reducing material losses in the event of the threat being realized have
been analyzed.

The methods of evaluating the value and economic efficiency
of the GWS for the timely prevention of acts of unlawful interference
for the MLR object have been considered. Appropriate calculations
were performed for the improved GWS, and taking into account the

BNobiyev, R.N. LC-generatorunun tezliyinin onun hassas elementine yaxinlagma
moasafasindon asililigi / R.N.Nobiyev, Q.I.Qarayev, R.R Riistomov [va b.] // Milli
Aviasiya Akademiyasinin Elmi Osorlori, - Baki: - 2018. Nel, - s. 28-41.
24 Nobiyev, R.N. Avtomatlasdirilmis miihafizo-xobardarliq sisteminin effektivliyinin
qiymatlondirilmoesi / R.N.Nabiyev, K.S.Ramazanov, R.R. Riistomov // Azarbaycan
Miihondislik Akademiyasinin Xobarlori, - Baki: - 2020. Nel (12), - s. 84-91.
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probability of detection of illegal intrusions that may occur in the
area during its application — Py = 0,999 and the possibility of slowing
down the intruder's actions - Py, = Pcc = 0,950, the probability of

successful realization of the threat inside the protected object - Prjeal
was calculated:

3 3
Pl = 1_[(1 —0,999) - 1—[(1 —0,950) = 0,125 - 1012
V=1 z=1

Assuming that the probability Prj « 18 equal to the probability

e
of an attack by an intruder who wants to commit AUI - Pr]eaz =
= 0,125 - 1072 the total value of the object's resources (radar

system) - C L & 1823 176 man. and the probability that the intruder

will enter the object - Pijm = 0,001, the calculated value of the
material cost of the risk of the radar system located at the object
being destroyed due to the effect of an attack typical of a type &
intruder is not taken into account is small.

Taking into account that the value of the material resources of
the protected object is made up C 1; ~ 1823 176 man. and the value

of the improved GWS is in general - E, = 94002.12 man., the
percentage ratio of the resources of the protected object with the
value of the GWS - E, can be calculated:
E, = 291009 = 220212 130 05 ~ 5,16%
PT o, ° 1823176 0TI
The value of the security system should be from 5% to 20% of
the value of the protected property 6. The fact that Ef = 5,16%
determines that the application of improved MXS is economically
viable. Based on the relevant calculations, it was determined that the
implementation of the GWS is effective and economically efficient.

Habues, P.H., Pamaszanos, K.II., Pyctamos, P.P. Ouenka >({QexTuBHOCTH
NPUMEHEHHSI aBTOMATH3MPOBAHHOM OXPaHHO-OIOBECTHTEIBHOM CHUCTEMBI //
Mexnaynaponnas O6venunenHas Axkagemus Hayk, TenaeHIn pa3sBUTHSA HayKH U
obpazoBanmus, - Camapa: - HIOHb, - 2019. Ne51 (7), - c. 21-24.
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In general, since the provision of aviation security is one of the
important conditions, the researches conducted show the importance
of continuing the work related to the constant improvement of secu-
rity measures in this field in accordance with international standards.
The costs spent on the timely prevention of aviation incidents are a
capital investment and, as in other areas, are the main factor in
achieving the economic efficiency of the application of protection
systems. Improving aviation security around the world brings
economic benefits 2.

In the third chapter, the technical conditions for the creation
of an improved form of the RC integrated security system of
strategically important objects have been determined, taking into
account the universality, high efficiency, reliability and ergonomics.
A general description of the placement of this system in the area has
been given, and a conceptual structural scheme of the GWS reflecting
the functional capabilities of the sub-systems that make up the system
has been worked out (Figure 1) %12,

A scheme of an improved GWS, which can be adapted to any
landscape morphology and has the possibility of expansion, has been
proposed. The GWS consists of a CC located several kilometres
away from the object, and several ZCUs, one of which is the central
one. The CC consists of a radio modem and a computer. Each zone
has an independent guarding system. Video cameras, radio modem,
searchlights, capacitive sensor, alarm and warning devices (siren,
flashing, etc), as well as laser beam systems have been applied in the
integrated GWS as additional security measures to detect air attacks
and intruder attempts.

To monitor the zones from all sides along the perimeter, a pair
of infrared (IR) receiving and emitting sensors is installed on the
designated posts. In addition to these, vibrating sensors have been
installed at a certain depth of the soil along the perimeter of the
object to detect the approach of the intruder from a longer distance.

2Ramazanov, K.S., Riistomov, R.R. Avtomatlagdirilmis miihafizo-xobordarliq

sisteminin iqtisadi samaraliliyina risklorin tasiri // “Fevral mearuzalori 2021: Avia-

kosmik masalalorin hollinds gonclorin yaradict potensiali” VI Beynslxalq elmi-

praktiki gonclor konfransinin materiallari, - Baki: - 2-4 fevral, - 2021, - s. 186-188.
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Figure 1. Conceptual structural scheme of the improved
guarding-warning system
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To prevent unauthorized access from the access control point
and to ensure authorized access for operating personnel, control has
been developed through hermetic contacts and a biometric access
control system (BACS)> .

The activity of the GG has been described in relation to the
work of the GWS and the protection characteristics, an algorithm has
been worked out that allows to minimize of the number of the group,
as well as ensures the timely detection of unlawful interferences in
the area through the GWS (Figure 2) '2.

GWS
starts working

¢}

Subsystems of the
GWS

"Guarding" mode

There 1s no intruder

/i 7 i s
v
| COCU |
Video recorder
Operator Alarm and .
control warning devices
L ,| Actions of the Operator
guarding group control
4

Turning off the
alarm

Figure 2. Algorithm of the working activity of the improved
GWS

By pressing the "Start" button on the control panel, the GWS is
activated, and the presence of the "Alarm" is checked based on the
output signals of the sensors in the ZCU. If there is no "Alarm", the
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system periodically continues to work in the "Guarding" mode. In
this case, it is also possible to visually monitor the area on the
monitor and manually activate the "Alarm" signal if an act of
unlawful interference is detected. If the "Alarm" signal is registered
in the ZCU, then the warning devices are activated. In the COCU, the
light diode corresponding to that zone lights up, at the same time, the
information about the act of unlawful interference is recorded and
archived by a video recorder, as well as transmitted to the CC
installed in a remote dispatch station via a radio modem
(transmission). It is possible to observe the image of the intruder on
the monitor at the dispatch station.

When the "Alarm" signal is activated, the GG immediately
approaches the object and takes appropriate measures to arrest the
intruder. Rebooting the system is performed using the "Start" button.

As can be seen from the algorithm, the GG does not manage
the work of the GWS, but only approaches the area to investigate the
cause of the "Alarm" signal.

Thus, it is possible to effectively, reliably and economically
efficiently protect strategic objects and reduce the number of the GG
to a minimum through the improved RC automated GWS '2,

The methods of assessing the security risk of the perimeter of
the CA object and its weakest point based on mathematical analyzes
have been investigated, and based on them, a priori calculations have
been made to justify the effective implementation of the improved
GWS in the area of the MLR object. Thus, it is possible to determine
the justification for the application of the GWS through the
probability assessment P, of the object's protection level 27, In this
case, the probability P, is determined by the expression (2):

Pp:Pd'Pslo (2)

YRiistomov, R.R. Inteqrasiya olunmus miihafizo-xobordarliq sisteminin totbigi

perspektivlori // - Baki: Azorbaycan Milli Aerokosmik Agentliyinin Xoborlori, -

2020. Ne3 (23), - 5. 47-53.

BTapacos, A.J|. PaspaboTka W HCCIENOBAHME MATEMATHUYECKUX METOIOB

00paboTKU HEYeTKOM MHPOPMAIMU B 33/1a4€ OLIEHKH 3alUIICHHOCTH MOTSHIHAb-

HO omacHBIX 00bekTOB // Tpyast UCA PAH, - Mocksa: - 2014. Ne2 (64) c. 27-41.
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Where, Py - is the probability of detecting the intruder;
Pgio - is the possibility of slowing down the actions of the intruder
through physical barriers.

To evaluate the effectiveness of the application of the GWS,
the value of the expected risk characterizing the level of protection
of the object is also used and calculated by its expression (3) 242> %

W= Py (3)

Where, 7* - is the quantification of the risk of failure of a critical
element located in the facility under the influence of an attack typical
of a type k intruder. This quantity indicates the amount of possible
material (social) losses during the impact of the attack and is
considered a qualitative indicator (potential danger of the object).

Poc - is the probability of occurrence of all types of AUI as a
result of an attack on the object by an intruder of type £ and is
calculated by the expression (4):

Poc:Pr'Pl‘v (4)

Where, P, - is the probability that the intruder will reach the object
by overcoming physical barriers;
P - is the probability of the level of vulnerability of the object.

P, and P;,probabilities were calculated taking into account the
probabilities of detection and delay of the intruder in ideal conditions
in the territory of the object (Pa = 0,999 vo Py, = 0,950):

- the possibility of the intruder reaching the radar system in the
territory of the MLR object by overcoming physical barriers has
been calculated:

Pr: ] 'Pslo = ] '0,950:0,050;

- the probability of the level of vulnerability of the radar system
located at the object has been determined:

Piyv=1—-Pq-Pso=1-0,999-0,950=0,051.

PNobiyev, R.N. Tokmillagdirilmis miihafizo-xabardarliq sisteminin riyazi modeli-
nin qurulmasi / R.N.Nobiyev, K.S.Ramazanov, R.R. Riistomov // Milli Aviasiya
Akademiyasinin Elmi Mocmuslori, - Bak1: - 2019. Nel (21), - s. 132-140.
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Based on the values of P, and Py, probabilities, the probability
of occurrence of all types of terrorism and AUI as a result of the
attack of the intruder on the radar system of the MLR object:

Poc =Py - Piv= 0,003

has received the value. If this value is taken into account in
expression (2), the value of the expected risk for the level of
protection of the radar system located in the territory of the MLR
facility becomes negligible 2252,

Thus, the probability of an intruder reaching the object by
overcoming physical barriers (P = 0,050), the probability of the
object's level of vulnerability (P, = 0,051), the probability of all
types of threats being realized as a result of the intruder's attack are
low (Poc = 0,003), and the sum of possible losses during the
realization of threats to the critical elements of the MLR object is
very small, indicating the effective protection of the MLR object. As
a result, it was determined that the value of the expected risk to
maintain the level of protection of the MLR object is negligible 7.

A mathematical models reflecting the losses related to the
intruder's ability to exceed the outer perimeter of the MLR object
and damage to material values has been considered. In order to
prevent foreign interference to the facility and ensure security
activities, the issue of minimizing losses has been formalized and the
probabilities of detecting the intruder with various technical means
in the surveillance zone have been calculated. A mathematical model
describing the functional work of the GWS and the protection
characteristics related to the activity of the GG was worked out .

3%Nobiyev, R.N. Iki avtogeneratorlu diferensial tutum qurgusunun program
tominatinin islonilmosi / R.N.Nabiyev, Q.I.Qarayev, R.R.Riistomov [vo b.] /
Mathematics and computer science. Journal of Baku Engineering University, -
Baki: - 2020. Ne2 (4), - s. 137-142.

3Nobiyev, R.N., Qarayev, Q.I, Riistomov, R.R., Quluzado, H.S. Iki
avtogeneratorlu diferensial tutum qurgusunun proqram tominatinin islonilmasi //
International Gobeklitepe Applied Sciences Congress-II. Harran University, -
Sanliurfa, Turkey: - 6-8 may, - 2021. - p. 134-140.
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Based on the mathematical model of the worked out structural
scheme, it was determined that the probability of the improved GWS
detecting unlawful interferences that may occur in the area under
ideal conditions is quite high.

The hardware characteristics of the two-autogenerator differen-
tial capacitive device used in integrated GWSs, worked out on the
Arduino platform, have been defined and the software has been
worked out **3!_ It has been used to convert the frequency values of
the output signals of the autogenerators written to the laptop for
processing the digital value of the frequency using Arduino Uno
modules. Algorithm block schemes and startup codes of programs in
Arduino Uno modules have been described.

In the fourth chapter, the issues of evaluating the reliability
of the automated GWS have been considered *>. Unrelenting work
intensity - Acas.

10
1
_ N — . 10-6 .
,164_20/111% 640,28-1070——;
1=

the probability of failure of the elements included in the system every
50 hours - Pcy(?),

Pey(t) = e~*est = 0,96849;

average continuous operation time - 7cy

1
Tey = ST~ 1562 hour
i=07‘'c4

and the frequency of rejections - Ocy(?) has been calculated:
n
954(15) = Z Ac4 - e_t'2?=0/1C4- = 62,01 . 10_5HS

i=0
Where, N; - is the number of elements.

32 Pagayev, A.M. Avtomatlasdirilmis miihafizo-xobardarliq sisteminin etibarliligi-
nin qiymatlondirilmasi / A.M.Pasayev, R.N.Nabiyev, R.R.Riistomov [va b.] / Milli
Aviasiya Akademiyasinin Elmi Osorlori, - Baki: - 2018. Ne2, -s. 11-27.
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Based on the reliability indicators obtained as a result of the
calculations, a time dependence graph of the probability of fail-safe
operation for the automated GWS has been constructed (Figure 3),
and it has been determined that these reliability indicators are within
the limit range set for CA equipment >>.

Figure 3. Time-dependent graph of fail-safe operation
probabilities for an automated guarding-warning system

A graph of the dependence of the frequency change of the two
autogenerators assembled on the digital logic elements that make up
the differential capacitive sensor on the length of the SE has been
constructed (Figure 4, curve 2). The average value of the values
recorded in the measurements performed during three days of the
frequency change has been used in the construction of the graph. The
figure also shows the frequency value of the autogenerator without a
SE for comparison (Figure 4, curve 1). As it can be seen from the
figure, the frequency of the autogenerator without a SE varies around
16,5 MHs with values smaller than +0,5 MHs.When a SE of a certain
length is connected to the autogenerator, its frequency decreases than
that without a SE and varies around 14,5 MHs. However, the case in
which the length of the SE is 6 m is a special case. In all the
experiments performed on three different days with a 6 m long SE,
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the frequencies of both autogenerators have being repeated as high as
compared to the case without the SE and were, respectively, fa.v =
=17,345066 MHs and f3.,= 17,345066 MHs (Figure 4, curve 2 ) 3*.

f MHs 1 = Without SE

154 2 —+ With SE

17,5

17.0 1

16,5 l___.,._,._—-l-""'"'_"""i

16.0

135

150 2

143

140

13.5

13.0 )
0 2 3 6 10 20 30 40 0L m

Figure 4. Dependence of the frequency of the autogenerator on
the length of the sensitive element

When a person weighing 93 kg approached the SEs (P-274M
telephone field cable) of different lengths (2 + 50 m) from the begin-
ning, middle and end perpendicularly from a distance of 3 m, the
frequency of the autogenerators (Afyer) has been changed in all cases.

These changes, the length of sensitive elements:

a) when it is 2 m,

- Afper = 0,15130 MHs for I autogenerator;

- Afper = 0,15248 MHs for II autogenerator;

3Nobiyev, R.N. Diferensial tutum duygacinin rezonans tezliklorinin pozucunun
yaxinlagmasindan asililiginin todqiqi / R.N.Nabiyev, Q.I.Qarayev, R.R.Riistomov //
Mathematics and computer science. Journal of Baku Engineering University, -
Baki: - 2021. Nel (5). -'s. 31-38.

3*Nabiyev, R.N., Garaev, G.I., Rustamov, R.R. The study of dependence of the
resonance frequencies of differential sensor on the intruder’s approaching //
Proceedings of the XXVIII International Scientific and Practical Conference
International Trends in Science and Technology, - Warsaw, Poland: - 30 april, -
2021, - p. 3-8.
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b) when it is 5 m,

- for I autogenerator in I case Afyer = 0,00262 MHs, in II case
Afper = 0,03448 MHs, in III case Afper = 0,03304 MHs;

- for II autogenerator in I case Afper = 0,00263 MHs, in II case
Afper =0,03431 MHs, in III case Afper = 0,03302 MHs;

c) when it is 10 m, (connected through a 5 m long coaxial
cable),

- for I autogenerator in I case Afyer = 0,04199 MHs, in II case
Afper = 0,00345 MHs, in III case Afper = 0,02788 MHs;

- for II autogenerator, Afyer = 0,04202 MHs in I case, Afper =
0,00346 MHs in II case, Afyer = 0,02788 MHs in III case.

d) when it is 50 m (Figure 5),

- for I autogenerator in I case Afper = 0,00651 MHs, in II case
Afper = 0,04884 MHs, in III case Afper = 0,04556 MHs;

- for II autogenerator, Afyer = 0,00651 MHs in I case, Afper =
=0,04885 MHs in II case, Afper = 0,04556 MHs in I1I case.

f, MHs 1 antogenerator f; MHs II autogenerator
15.00 15.00
—_— —
1499 + 14,99 N _—/—'—,.=-—.
14,98 : 14,98
14,97 /"/ 14,97 }‘/
14.96 14,96
1495 +— 2 14,95 ——~
1494 = TIcase 1484 7 —— 1 case
3 14.93

14.93 =& 11 case ; =B II case
1492 1492

: II1 case ’ IIT case
14.91 14,91
14,90 14,90

1 2 3Lm 0 1 2 iLm

Figure 5. Dependence of the frequency of two autogenerators on
the distance of person approach to the 50 m long SE connected to
them

In the Figure 5 shows the graph of the dependence of the
frequency change of both autogenerators on the distance of
approaching the 50 m long SE of the specified weight person. As it
can be seen, the frequency of autogenerators during the approach
changes in the same way, increasing in I case, and decreasing in II
and III cases.
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Taking into account the drift of the frequency change over time,
based on the frequency difference of the autogenerators, it has been
determined experimentally that a person approaching the SEs 50 m
long is recorded from a distance of 3 m 33334,

The structure, installation, functional capabilities, and technical
parameters of the capacitive device worked out for the perimeter
GWSs, the construction of the differential capacitive sensor worked
out in the digital logic elements included in the device, the schemes
of two autogenerators, one of which is used as a signal and the other
one as a reference frequency generator in the sensor scheme, have
been described (Figure 6) > 1% 14,

SE 1 SE 2

Tautogenerator ||| I autogenerator

Output 1 Output 2
Figure 6. Scheme of two autogenerators with connected sensitive
elements
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The symmetrical cross-distribution of logic elements in the
schemes of autogenerators is carried out in the following form:

- Logic elements DDI.1, DDI.2 of four "NAND" logic
elements located inside one digital microcircuit, first, DD1.3, DD1.4
logic elements are connected to the scheme of the second
autogenerator. From the four "NAND" logic elements located inside
the second digital microcircuit, logic elements DD2.1, DD2.2 are
connected to the circuit of the first autogenerator, and logic elements
DD2.3, DD2.4 are connected to the circuit of the second
autogenerator. To create feedback, the inputs and outputs of the
autogenerators are connected directly: in I autogenerator, the output
of DD2.1 is connected to the input of DDI.1, in II autogenerator, the
output of DD?2.3 is connected to the input of DDI.3.

In such a connection, RLC elements are not used in the
feedback circuits, and the microcircuits operate at the upper limit
frequency. Logic elements DD2.2 and DDZ2.4, respectively, are
connected to their outputs as a protective (buffer) cascade in order to
eliminate the influence of circuits connected to their outputs on the
operation of autogenerators.

Thus, it has been emphasized that the circuits of autogenerators
are simplified when they are worked out on digital microcircuits
without using lumped parameter elements as a frequency determiner.
It has been determined that the autogenerator worked out according
to the same scheme and used as a base frequency generator, which
replaces each other, and automatically adapts to environmental
changes without using a quartz resonator.

The obtained results have been analyzed and the possibility of
application of the studied scheme in integrated guarding-warning
systems to ensure aviation security has been justified > '% 14,

CONCLUSION
The scientific issues set in the process of research on the

subject of the dissertation were resolved and the following main
results were obtained:
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1. With the logical connection of the subsystems of the
integrated distance guarding-warning system with defined functional
capabilities, it is possible to increase the level of security in the
modern era and prevent unlawful interferences in the territory almost
completely. >4 1927,

2. Development and application of two autogenerator
differential capacitance sensors built in logic elements as an
important component of the integrated distance guarding-warning
system allows to ensure the reliable operation of the system!® 3% 3133,

3. The possibility of automatic adaptation of the capacitance
device to environmental changes without using a quartz resonator in a
fixed-frequency autogenerator was shown and solved by cross-
distribution of logic elements in a differential capacitance sensor with
more stable parameters built in logic elements > 1% 14,

4. The software algorithm and initialization code of the
differential capacitance device have been developed 33!

5. Based on the difference in the frequencies of the
autogenerators, taking into account the time drift, it was
experimentally determined that the intruder approaching the 50 m
long sensitive elements was recorded from a distance of 3 m 133334,

6. The high probability of detection of illegal intrusions in
security zones under ideal and annual climatic conditions is justified
by a priori reports 2+ 23,

7. An invention-patent was obtained and a production sample
was developed and applied to the developed electric circuit of two
autogenerator differential capacitance sensors built in digital logic
elements and sensitive elements connected to the capacitance device
used in the integrated perimeter guarding-warning systems in
ensuring aviation security > 1% 1419,

8. The functional capabilities, technical parameters, installation,
and hardware characteristics of the developed two-autogenerator
differential capacitance device have been determined ' !4,
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